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1 Introduction
Similar with normal UE, the IAB-node performs the primary authentication with the 5GC or EPC. However, there is still an outstanding issue when USIM/UICC is used in IAB. Therefore, in this contribution, we mainly discuss the potential security issue. 
2 Discussion
2.1 Attack model

   The IAB node in the radio access network can enable simpler deployment and incremental rollout by reducing reliance on the availability of wired backhaul at each access node location. Similar with normal UE, the IAB-node performs the primary authentication with the 5GC as specified in TS 33.501[1] or with the EPC as specified in TS 33.401[2]. 
   IAB node can be divided as UICC and ME part, as shown in Fig.1. Similar to normal UE, UICC stores the USIM credentials for the authentication/authorization. ME achieves the functionality of DU and MT. To support the AKA authentication methods, the USIM in IAB node shall reside on UICC, which may be removable. 
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Fig1. Normal IAB-node

The security risk of credential being stolen is much more serious for IAB node than normal UE like cellphones, as IAB nodes are often deployed in an open environment, e.g. unattended IoT devices in unprotected public locations (traffic lights, etc.).
Observation 1: the credential in IAB node has greater risks of being stolen than that in normal UE.     
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Fig2. False IAB-node

   If UICC in the IAB node is stolen and inserted in hacker’s device, the UICC and hacker’s device can be a false IAB node, as shown in Fig.2. The credentials in UICC can be used to establish the connection between false IAB-node and the network.
Observation 2: Hacker’s device can use stolen UICC from a genuine IAB node to access the network as a false IAB node.  
2.2 Security threat 
The false IAB node may cause the following potential security threats to UE and network. 

· Indeed, the victim IAB node cannot access the network anymore after removal of the UICC. 
· Similar with false base station, the false IAB node may launch several attacks such as DoS attack on UE, rogue services, etc.
· When accessing the core network, the false IAB node is able to acquire the configuration information from 5GC/OAM and topological information of IAB architecture.

· Specific mechanisms in charging, data handling and other aspects are designed for IAB node. The network resources may be abused by false IAB nodes.           
Observation 3: If the UICC card is stolen and inserted in false IAB node, there are serious security threats.  
Proposal 1: Solutions for binding between UICC card and IAB node is needed to enhance the security of IAB.
2.3 Potential solutions and drawbacks
Physical binding between UICC card and ME, which means the UICC is non-removable, can be one option to prevent the UICC from being stolen. For example, the UICC is physically locked in the ME. However, it causes increased complexity for delivery and maintenance. Vendors, operator, and smart card providers have to handle the UICC card issuance in the production link, which will extend the time scale for delivery. The physical binding will also cause problem for replacing the UICC cards during maintenance. The benefit of UICC’s plug and play type features will be impacted. 
Observation 4: Physical binding between UICC card and ME increases complexity for delivery and maintenance. 
Logical binding between UICC card and ME, which associates UICC to identity of ME, can be another option to prevent the UICC from being used in false IAB node. TS 22.368 [3] defines the access control mechanism with billing plan Use Case as following:
“In some configurations, it may be necessary to restrict the access of a UICC that is dedicated to be used only with machine-type modules associated with a specific billing plan. It should be possible to associate a list of UICC to a list of terminal identity such as IMEISV so that if the UICC is used in an other terminal type, the access will be refused.”
As attackers can use the terminal identity such as IMEISV to create a fake one in the false IAB node, it cannot prevent the UICC from being used in false IAB node. 
Observation 5: Logical binding between UICC card and terminal identity as defined in MTC is a possible option, but potential security issues need to be addressed.
If the UICC card is removed from IAB node, it is beneficial for OAM or CN to become aware of the situation. The 5GS or local maintenance team can check the status of IAB node and take actions accordingly. With these actions, the network may be recovered and provide the service.

Observation 6: It is beneficial for OAM or CN to be aware when the UICC in IAB node is removed.   
Based on the above analysis, binding between UICC and ME in the IAB node prevents the UICC from being used in attacker’s ME. In addition, we can see that it is beneficial for 5GS to be aware when the UICC in IAB node is removed. Therefore, we propose that:
Proposal 2: Key issue related to binding between UICC and IAB node is needed to enhance the security of IAB. 
3 Conclusion
This paper mainly discusses the issue of UICC card in IAB node, and we have the following observations and proposals:
Observation 1: The UICC card in IAB node has greater risks of being stolen than that in normal UE.  
Observation 2: Hacker’s device can use stolen UICC from a genuine IAB node to access the network as a false IAB node.  
Observation 3: If the UICC card is stolen and inserted in false IAB node, there are serious security threats.  
Proposal 1: Solutions for binding between UICC card and IAB node is needed to enhance the security of IAB.
Observation 4: Physical binding between UICC card and ME increases complexity for delivery and maintenance. 

Observation 5: Logical binding between UICC card and terminal identity as defined in MTC is a possible option, but potential security issues need to be addressed.
Observation 6: It is beneficial for OAM or CN to be aware when the UICC in IAB node is removed. 
Proposal 2: Key issue related to binding between UICC and IAB node is needed to enhance the security of IAB.
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